Identifying synthetic identity risk using big data
The means through which tech savvy fraudsters can steal personal data to conduct identity fraud is ever growing. The impact of coronavirus has increased these opportunities further due to more people conducting their finances online. Even when fraudsters can’t acquire all the details required to defraud a genuine identity, they will manipulate and augment what data they have, to create fabricated synthetic versions. Whether real or synthetic, fraudsters are exploiting these identities to bypass standard identity systems, defrauding both consumers and businesses alike. Further compounding the issue are those individuals who start out as customers, but go on to use their own identities to abuse products and services, an act made all the easier through online channels. 
A key approach to help businesses and consumers to protect themselves from fraudsters is to look at the bigger picture. By expanding the different data views we have of an identity and conducting broader and deeper analysis of its associations, we can understand the potential fraud risk that the identity presents. 
LexisNexis Risk Solutions UK provide this solution using our advanced analytics capabilities coupled with our market leading wealth of UK consumer data. FraudPoint UK identifies data points that indicate when an identity is a fraud risk or a genuine customer. In this presentation, we will describe our analysis of fraud risk trends using network analytics as well as our FraudPoint UK capability. We will describe a high-risk identity network found within identity verification searches made by one of our customers, and how this network was found to contain fraudulent usage of accounts and suspected synthetic identities.

